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Abstract: To address the difficulty faced by network security operation and maintenance personnel in timely and
accurate identification of required data during network security event analysis, a recommendation algorithm based
on a knowledge graph for network security events was proposed. The algorithm utilized the network threat
framework ATT&CK to construct an ontology model and establish a network threat knowledge graph based on this
model. It extracted relevant security data such as attack techniques, vulnerabilities, and defense measures into
interconnected security knowledge within the knowledge graph. Entity data was extracted based on the knowledge

graph, and entity vectors were obtained using the TransH algorithm. These entity vectors were then used to calculate
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data similarity between entities in network threat data. Disposal behaviors were extracted from literature on network
security event handling and treated as network security data entities. A disposal behavior matrix was constructed,
and the behavior matrix enabled the vector representation of network threat data. The similarity of network threat
data entities was calculated based on disposal behaviors. Finally, the similarity between network threat data and
threat data under network security event handling behavior was fused to generate a data recommendation list for
network security events, which established correlations between network threat domains based on user behavior.
Experimental results demonstrate that the algorithm performs optimally when the fusion weight a=7 and the
recommended data volume K=5, achieving a recall rate of 62.37% and an accuracy rate of 68.23%. By incorporating
disposition behavior similarity in addition to data similarity, the algorithm better represents factual disposition
behavior. Compared to other algorithms, this algorithm exhibits significant advantages in recall rate and accuracy,
particularly when the recommended data volume is less than 10.
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Figure | Process of recommendation algorithm of network security event
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Figure 2 Algorithm construction architecture
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